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RAJNESH SINGH:  Thank you.  We have a great number of guests with us today.  And 

discussing something I think which is really come to the floor in the last several months at 

least, if not the last bit year in a bit which is a, of course, the increasing prevalence of Fake 

News, misinformation, disinformation and how that's proliferating on the Internet in various 

ways and forms.  We will simulcasting across the lat forms one.  We are live on Facebook live, 

Periscope and Twitch and Livestream.  Whichever platform you are watching us from you will 

have an opportunity to engage with the panelists in the Q and A session and my colleagues 

are also going to be monitoring the various platforms chat windows as well we will be using 

Slido to do a couple of questions which we’ll tell you about in a little while.   

 

So joining me today I have Nighat Dad from the Human Rights Foundation Pakistan who is a 

renowned digital rights active yis.  We have professor Peng Hwa Ang, from Singapore.  

Nanyang Technological University and we are William Yu who is a chief technology officer from 

Novare in the Philippines and each of my guests are subject matter experts in themselves.  We 

are hoping that we can tackle this issue of misinformation and Fake News and all these sorts 

of things from various perspectives.  There is always multiple dimensions to a story and that 

we will look at as we go along.   

 

Now one thing that's for certain as we have seen the various narratives around fake news and 

disinformation spread out across the world, many of them have a political undertone but 

some are nonpolitical and they go to very localized issues sometimes, why people start 

spreading these rumors and things and sometimes it is regional or naturalistic or patriotic 



issues and sometimes it is nuisance.  Don't believe everything that you see or read on the 

Internet for years it has been said.  In more recent times that saying has been lost in 

translation.  People seem to hear or see or view something on the Internet and take it as truth.  

I get this impression that we have lost that ability to think critically which is one thing that 

differentiates us as humans from the rest of the animal kingdom and sometimes it is a 

distraction that people forego any of that critical thinking and start believing things that they 

see online.  Fake News is not anything -- it is not something new for those of us from previous 

eras in April fool's days is probably the original Fake News day, isn't it, where there was always 

something that was quite a bit published by your newspaper or other media organizations 

and, of course, even friends pulling pranks on you trying to fool you in to believing something 

that was not true.   

 

And, of course, sometimes those things were very well done so that you could -- you are taken 

for a ride, believing that that was true.  But, of course, in recent times with the way it is being 

done online I think it has taken on a whole new meaning.  At the same time we have had a 

host of media outlets around the world which have thrived on spreading Fake News and 

disinformation and that for a long time was the key business differentiator.  And, of course, 

with the way -- the online world has taken over I think a lot of those media outlets have faded 

away.  But they don't exist in the way that and manner they used to, say ten years back or five 

or six years back.  But sometimes there is also the case if we look at what's happening with 

this Fake News and misinformation that's spread online, sometimes they take on darker 

undertones as well.  Sometimes they end up in violence, in actual violence.  They start also 

affecting certain parts of the community.  Sometimes it is a minority community.  Sometimes it 

is based on socioeconomic status, sometimes it is religion.  Sometimes it is the country 

someone is from.  There a multiple dimensions to this, and hoping that our guests today will 

help en lighten for us why are we having this increasing -- an increasing rate perhaps I could 

say of misinformation and Fake News.  So let me first turn to Nighat and see what thoughts 

she has on this and particularly perhaps you can share a little bit with us on why they think we 

seem to be having an increased amount of misuse of various Internet based applications.  We 

read Fake News, all disinformation as well as various news of online abuse.  Why do you see 

that happening?   

 

NIGHAT DAD:  Thank you so much.  I think this is a very important conversation and very 

timely by ISOC.  And as you have already pointed out and many people have already 

mentioned this in the past, that misinformation is not an Internet only problem.  You 

mentioned about the things that have happened in the past before the internet and how the 

Fake News used to be -- is spread in the communities or networks.  However it has emerged 

as a problem of late since the ways in which misinformation has rapidly changed and the new 

dynamics have had unprecedented consequences.   

 

So I think we also need to sort of like define a little bit between misinformation Fake News and 

disinformation.  Misinformation is defined as the false information which is spread often 

without malicious intent.  This has happened primarily as more and more people join the 

Internet as a source of information and news.  The old ways of verification and reporting has 

not caught up with the new die na mics and resulted in many people be able to establish 



between attending and misinformation and then we have disinformation which is often 

spread deliberately with the intention of spreading false information.  There is a clear intent 

behind it and disinformation is often done by bad Actors.  It is very targeted.  It is very 

organized.  And often it is accompanied by infrastructure, infrastructures of sharing and scale.  

And disinformation we have seen that it is being weaponized to launch coordinated attacks 

especially against people who are doing important work, either politicians or activists, in 

Pakistan what we have seen often it is against activists and journalists or women humanized 

defenders or women who have opinions.   

 

So I think it is -- they are like different layers of these coordinated attacks but also like different 

layers of vulnerabilities when it comes to gender.  I think there is an important aspect of 

gender lens that we need to look in to.  And the proliferation of these methods and 

applications that states and non state Actors are recognizing the potential of Internet for 

shaping public opinion and building narratives and even in the form of propaganda tools.  It 

has always been there but now the tools are changed and now we have to technologies.  Even 

before like we as individuals and Internet users catch up with these tools, like the -- powerful 

Actors, they have already access to these sophisticated tools and they learn how to like change 

the narrative and set the narrative and the mainstream.  So this is aided by I would also 

mention that by the increased control of exercise over the Internet by both private and state 

Actors which allows for some narratives to monopolize discussions.  So I leave it here and I 

looking forward to what other speakers basically think about this.   

 

RAJNESH SINGH:  You know, I did like the way you put it there is multiple layers of issues and 

multiple layers of vulnerability.  That's a nice segue.  We have grown up listening to one 

person's junk is often another person's treasure and that seems true in the online world.  

Something which is completely nonsense suddenly becomes viral because someone has been 

spreading that.  And but, you know, that also leads me to start thinking about, you know, why 

does this happen.  Is this maybe a deeper societal issue in the way we have changed our 

behavior.  Is it something to do with how we are directing on the digital world because 

perhaps in many cases a keyboard warrior is far more braver than a person who will be able 

to talk to you face to face.  A lot of people will not engage you face to face on these sort of 

issues but hidden behind a keyboard and a screen perhaps the whole persona changes 

significantly.  So this is perhaps maybe more of a societal issue that has started emerging over 

the last few years.  What do you think?  You are muted Peng Hwa Ang.   

 

PENG HWA ANG:  So I will be giving you my theories about what it is, what is a theory.  So look 

at this question, this is a good question that ISOC is asking and a lot of us ask good questions.  

Why are we seeing more of this.  Some of these are kind of can tell based on what we see.  But 

around whole area, right?  So one of the issues that we have today is that we have a lot of 

information, how do we process it.  So for some people there was one certainty at a time.  One 

certainty in this place of information, think of COVID-19.  At beginning some say yes, some say 

no.  And later on now we know there is a way.  Why they say yes, --sy no and not say yes.  This 

is what it means.  And a lot of information and a lot of uncertainty.  So the people who want 

certainty, they would fall prey to those telling the affects.  The people who are telling them are 

con men.  I see a group in this who are really just types and myself, I am a good judge on the 



stuff and I I see people -- you tell them something is uncertain or throw things -- so and this 

way you see a group in there who fall for the conspiracy theory and misinformation.  Another 

group I would say are those who Act based on the community or identity.  You see this, of 

course, people, think of all right in the U.S., but when I first saw this, and this is what is 

common to everyone, even all of us in this group here, right?  And this is sensationalism.  

When I first saw this Fake News and I was surprised of this NGO was doing fact checking.  

What -- how can an NGO check the news and this is so bizarre.  Think of 2014.  Why would you 

have an NGO checking facts.  I mean it is so crazy.  And what I found was that the Government 

trying to build a national conspiracy.  Macedonia is supposedly where it came from.  Actually 

historical figure he was not born in what is now called Macedonia.  So they are trying to 

establish identity but another reason was Macedonia, some heros.  Trying to build the spirit, 

mother Theresa is another great.   

 

So in the process of thinking about all national identities.  We all have some kind of -- in 

Singapore we have a lion.  A fish tail and he can swim.  Spits out water.  This identity.  Lion, 

that's Fake News.  When does a lion swim.  In all our countries we have some -- big or small.  

So now the thing is that this -- this larger issue, is this sort of (inaudible).  Is it worth having 

some element of Fake News so as to build an identity and Macedonia, probably wasn't.  Some 

tall stories about -- but kind of gets out of hand.  Because where you draw the line.  There is 

supposed to be a bridge between Sri Lanka and middle of India.  And there is not.  

Geographically they couldn't find it.  How do you address that.  We don't believe it.  It is part of 

the set of identity.  We think that the third one is closure.  Certainty, community, and closure, 

right?  Closure is a sense of like what happened here.  We don't want it to happen here.  So 

somebody comes out of a tail, and spins a story and then comes up with it.  Even at U.S., right, 

(inaudible) didn't die.  Just somehow Actor put aside and didn't die and it is all a show.  I think 

killing as well, no people don't like that.  So people want a sense of closure.  They want to have 

-- it is kind of a fairy tale in all fairy tales end.  A sense of certainty as well but it is kind of 

closure.  So when people tell us a story it seems to make sense that people fall for this.  So I 

think the big fundamental picture here is that there is a need for -- need how to handle 

information, delicate information, a lot of information, move to juggle this different things at 

same time in our heads, different ideas.  Managing that.  And yet not falling prey.  So it is -- it 

does mean sort of a hanger but an ask, in particular how we handle the information.  I would 

say one more thing, notice that I have a rule of thumb that when somebody says please pass it 

on, it is 99.9% Fake News, hoax or scam.  I told my friend in like 2.5 times hundreds of many 

thousands of such things that come my way, 2.5 times either 2 times they were true and pass 

it on and half the time not sure it is true or not true.  So we need some something like that to 

tell people how to handle these kind of fake news so we can address the situation better.  So 

yeah, back to you.   

 

RAJNESH SINGH:  Thanks.  So this is something I will kwom back to later after something I will 

ask William before I come back to Nighat and Peng.  And it is to do if somebody forwards me, 

99.9 % of the time it is Fake News.  I will come back to that because I think that would be 

interesting to explore a little bit there.  But first let me go to William.  So William, you know, so 

Peng gave a good overview of the history of misinformation and Fake News and 

disinformation including a couple of (inaudible) thrown in there for good measure as well.  



One thing we do see however is that, you know, when there is an attempt -- trying not to get 

geo political and not naming countries and places.  In South Asia we saw violence breaking out 

and their approach is to shut things down.  When you shut things down they do what I term 

shutdown.  Completely mobile services, completely stop data services and so on and so forth.  

Now the -- and we see that in many places.  It is not as if it is only been happening in the 

developing world of Asia.  It is happening in other regions as well including the U.S. where 

networks have been shut down to try and control certain civil action, if you will.  So when we 

start using technical measures and drastic technical measures to try and shop the spread of 

these things, if justified?  Overreach?  Does it make sense, because sometimes it appears that, 

you know, to put a nail in the wall someone has got a sledge hammer and it doesn't make 

sense.   

 

WILLIAM YU:  That's a very good question.  When you say you are over reaching versus not.  

And I mean we have examples of that like not so long ago we shut down the network when 

the Pope visited.  And basically the reason for that is for safety because they didn't want to, 

you know, they didn't want to create a risk with respect to having cellular activated bonds and 

things like that.  So there are reasons for that.  Or in other countries for law enforcement, 

signal jammer will be placed in a particular location because they want to prevent cellular 

activated bomb.  These are cases where you think it is pretty clear-cut.  Drastic measure, 

localized in a particular area would make sense.  But when you cut off dialogue entirely, that's 

an entirely different -- it is it is a different direct situation.  Like in some cases where they say 

let's cut off the entire Internet for that location because there is becoming unrest, there is 

false information spreading, and, of course, it is aggravated because most people can't tell 

whether it is false or not and they spread misinformation.  In those cases I have a particular 

view on that and I think it is too much to block the whole thing.  And your analogy, spread the 

app, jammer.  It can get pretty tricky as you go in to specific use cases.  If there is a routing and 

you like to block cellular communications at that rally because there was a bom threat.  You 

do you do it or not do it.  But to block an entire country because of that, entire media block 

out, then they will say oh, but the countries already in the brink of anarchy, for example.  And 

they feel at least authorities feel it is worth it.  So technology measures are there but think the 

reason why they use extreme measure, not entire Internet is simple.  You call the service 

provider.  There are only three, four, five six of them in a particular country and you say stop 

and it is all go.  We have this joke in the Philippines in order to cut the Internet there are only 

like 7 places that you have to cut it.  And the whole country leaves the Internet, right?   

 

So this wholesale things are easy and think that's why people do it.  It is easy to just block.  But 

if we start to say let's only block certain sites then it getting a little harder because you have to 

inspect traffic or particular content in particular sites then it further becomes harder.  Where 

do you draw the line between making it more specific and the cost of that particular 

enforcement.  That's really hard and I think I had a conversation with a few colleagues 

yesterday morning about this and we are talking about, you know, where do you draw the line 

between relevant or non-relevant Facebook feeds, we are all about feeds.  And Facebook tries 

to give you the most relevant stuff on top.  What is relevant for me might not be relevant for 

somebody else.  What is relevant for an anarchist may not be relevant for me.  The goal of the 

platform is to give something relevant.  That's a slippery slope and we haven't be going there.  



What we could do is try to improve transparency.  So, for example, if people are spreading 

news, let's try to make sure they -- we know the source.  If we can attribute where the abuse 

comes from and they are reputable it is up to the reader to determine if it is readable.  Try to 

shut everyone down.  Just increase transparency because the technical measures blocking 

everything is just too much.   

 

RAJNESH SINGH:  So I want to pick on a few things that you said there.  And that will bring 

Nighat back in to the conversation as well.  So you mentioned if there is a bomb threat at a 

rally as an example and it could perhaps be justified to shut down services for a certain period 

or localized area.   

 

WILLIAM YU:  Yes.   

 

RAJNESH SINGH:  But isn't it a double edge sword.  Assume a bomb goes off.  How do you 

communicate out to you them, how to you do let people know that my leg has blown off or 

arm blown OFCOM and help me.  I will give you another example.  My friend is in the Internet 

services and I was having a chat with him not too long ago and this whole idea came about 

signal jamming and how that takes place particularly in border areas and I asked him point 

blank so what's your opinion on actually disabling communication services.  He said I don't 

want that to happen and the reason he gave very simple  because they are communicating 

there is some way that we can intersect that signal and know what is happening.  If they can't 

communicate using Internet services, they will use things we don't know of.  We don't know 

how they do it.  At least we have some chance of being able to intersect those 

communications.  Or use our informants and our network to try and get that.  It is some sort 

of information back so we can try and prevent these sort of things.  So I think it is an 

interesting dilemma for law enforcement in many ways.  But I wanted to bring Nighat in to it it 

is a digital rights issue.  I saw you nodding earlier.  I will give you the mic now and I am sure 

you have a few things to say.   

 

NIGHAT DAD:  Yes.  Thank you so much.  And I agree with you and William because I think it is 

a double edged sword because we have seen practical examples where, you know, the 

Internet has been shut down by network has been shut down in a particular area during a 

rally, for instance.  And not a rally of protestors but, you know, like something is happening on 

a religious day and just because that any, you know, like to avoid any emergency or 

something.  So what they do is that on these days specifically Pakistan they shut down mobile 

network in that particular area but we have also seen that other people suffer when you the 

people who need these services for their emergency situations and they aren't able to reach 

out to those services.  But at the same time I think it is also problematic when you don't have 

the countries where the rule of law is not strong.  Where the transparency and accountability 

of the state actors isn't actually there.  Where the -- where the free speech online the access to 

information online the protections around privacy actually are not in place.  So I see this as a 

problem because you are bringing in all these measures because you are -- you have power to 

bring in all these measures and you can do it.  And you have the sophisticated technology but 

what powers people have.  Do they have any legal remedy to go and challenge such kind of 

decisions.  And when you start doing this, you know, you are normalizing this kind of practice.   



So then it is -- you won't see it just in like particular situations, you will also see it in the rallies 

which the political dissidents or protesters they are asking for their fundamental rights or 

something that the government has done and then you do the same there.  I think it is also 

very problematic when you normalize this practice.  What we have seen back in 2007, 2008 

when the -- in the name of, you know, like blast fa mi, when the Government started blocking 

blogs spot, for instance, and it was blocked in Pakistan.  And people started raising voice.  So 

like there are different excuses that we have always seen either it is like the local laws, maybe 

sometimes national security, and now a problem with the national security will define national 

security.  It could anything for the Government.  So this this loaded word of national security is 

being used everywhere to justify these measures.  So I see it a problem.  Either your 

protections are really stronger for the citizens and the transparency is there.  So I can go and, 

you know, I should have this protection as a citizen.  That I have this platform.  I go and tell 

them or ask that particular authority or Forum that Internet was shut down in my area and I 

couldn't able to use those services because the Internet was not there or the mobile network 

was shut down or if someone breached my privacy like given the COVID situation, we had 

seen the surge of tracing apps.  We have seen this in different countries.  Where is the 

transparency there.  Who has access to all the information, the real time information that the 

different bodies are accessing over citizens.  So like these kind of measures makes sense when 

you have stronger regulations like GDPR and, you know, where the Government is 

accountable and transparent towards the citizens.   

 

But for me it doesn't make sense because I don't know who will I go to and ask that who has 

access to all the data that they are accessing and gathering and processing with all these 

tracing apps.  Accountability and transparency is accountable.  During pandemic we have -- 

trusting some Governments we have seen that they are seeing this as an opportunity and 

bringing all the problematic laws and directives and I'm like they are like students in former 

fata in Pakistan.  There are students who are protesting because they don't have Internet.  The 

Internet has been shut down there for years and they aren't able to access online classes.  So, 

you know, they are protesting that at least you know make Internet available in these areas.  

So instead of focusing on providing accessibility to the Internet in all the areas, in Pakistan 

where we have only the Internet penetration is only 35%, but the focus is on enacting new 

laws and new directive and all Internet users whether the organizations or I believe individuals 

if they are using VPN they have to register those VPN with the pack stn telecommunication 

authority.  One wonders what is the use of using VPN if you have to register it with the 

regulatory bodies.  These new measures, are increasingly surging during pandemic and 

different Governments are seeing this as an opportunity and it did have a long, long like long 

lasting impact on digital rights that we were able to achieve in the last few years.   

 

RAJNESH SINGH:  So you mention Governments, that would -- I was going to ask Peng a 

question and this is the perfect time for that as well.  As Nighat rightly pointed out a lot of 

governments are bringing in new laws in various ways and that's the other interesting thing 

that I see that's happening is some of these laws appear to be disconnected but they are 

coming from different perspectives, right?  For example, data protection law will start 

discovering things around how ways information shared and how many shared and then you 

have got some terrorism legislation in some countries which starts to address issues around 



misinformation and Fake News and other things.  The question however I wanted to develop a 

little bit was, you know, in some of these attempts, including in some of the countries that or 

some of us live in or are from, it is also very obvious that some these laws are also an attempt 

to perhaps in some ways protect the political discourse.  Sometimes it appears that some of 

the legislation or some of the actions taken under specific legislation let's say to stop Fake 

News frins starts to look nor like centering certain schools or certain narratives around a 

particular discuss topic or in some cases a certain person or certain groups of people.  So 

Peng sometimes perhaps there is fine line between trying to prevent or stop so-called Fake 

News and misinformation and censorship itself.  What do you say?   

 

PENG HWA ANG:  No question about that.  Government defines what is Fake News and sort 

of from the very get-go, and so in a sense that opens the possibility for censorship.  And I think 

you see that in (inaudible) where Fake News law is -- Minister, who decides what is fake.  The 

Minister decides truthfulness of assertion and it should be a third party to remove this self-

interest here.  But it is that now.  But I think the issue that Nighat raises is a good one.  If you 

don't have laws that shut down any crisis for some reason, things happen and you need to 

respond.  How do you do that?  So I think it is a double edged sword because all civil liberties 

have this issue that in a crisis your civil liberties may work against you at a point in time.  Some 

if you look at the COVID, well, I want my freedom not to wear a mask.  That's silly and for us in 

Asia it is kind of silly but everyone has a right to not wear a mask.  How do you enforce that in 

time of crisis.  So I don't think it is straight forward issue of let's not have any kind of rule 

against content.  I would also say that some recession, think that Raj that project I have been 

working on some time now, where a friend -- surprisingly, citizens are willing to accept 

Internet cuts or bands within the period if the sense of legitimacy.  Perceive it, citizens 

perceive it, for what seems to be a legitimate reason.  So I think we explain it.  So maybe there 

is sort of compromise here in situations where you may have to take a cut in the internet or 

something for a period and it is perceived by the citizens, maybe -- it is a view.  But at least it is 

a better way out.  So that's my take on how maybe we can strike a balance between security 

need, that's one for the cut and as part of your own civil liberty.   

 

RAJNESH SINGH:  But deciding the need for security itself is a loaded issue, isn't it?  Because it 

depends who is deciding that and think some of us earlier in the conversation we mentioned, 

you know, reasons why some of these shutdowns and restrictions are put in place.   

 

But it is also often the case that sometimes why something was done defies logic.  Depends -- 

it doesn't make sense.  The other bigger concern I had from, you know, from a technology 

Point of View is that I'm not so sure it is that easy to just shut down services even for an hour, 

you know, because just reflect on how much we depend on the Internet today.  It is no longer 

to send instant messages or do voice calls.  It is used for everything from banking to find 

taxing in many countries and getting rebates, et cetera, et cetera.  So, you know, any time we 

shut down a service, you are impacting everything that the Internet is able to do for you.  So 

you can't just say okay, we will allow online banking and allowing filing taxes but everything 

else we shut down.  William you wanted to say something.  

 



WILLIAM YU:  Yes, I like to make a comment on that as well.  And the points raised thus far 

have been very good.  Regulating content is tricky.  I think we all agree here at the moment we 

talk about what is right content and what is wrong that's hard.  But what we can do as 

technologist, based on what the technology can do, for example, one is proportionality.  The 

amount of control or the amount of restrictions proportion of what was met for society.  We 

don't block the internet because somebody is saying things that you don't like.  Second thing is 

transparency which I mentioned awhile ago.  If we get to know why who said it and, you know, 

we get to see for ourselves whether it is credible or not.  But that's also the thing.  Right?  Then 

increased transparency, the problem right now I think is not all these platforms render well to 

transparency.  It is not attribute -- we don't know where it is from.  So that's very hard.  Third, 

of course, is due process.  I mean let's shut down phone communications in this particular 

area because there is a bomb threat.  As long as there is due process, that there was a 

credible bomb threat and went through law enforcement and court involved.  We can try to 

avoid the major bad things and try to focus on the good things.  Now that is okay now given 

the state of the technology.  You raised a a good point.  What if in the future we have call 

home pace maker, requires a critical update and couldn't get it because the Internet was 

down.  Today we don't design those services as of yet.  We are of the view at least in the 

Philippines that the internet is not reliable.  I am pretty sure at some point as the technology 

gets better we will get more and more dependent on it.  And it may actually reach the point 

where it is a life or death thing.  If the connectivity is gone something really catastrophic can 

happen.  Like a telemetry or a power plant running on the Internet.  Things like this are 

becoming real now and that's where we have to rethink again and think in the context of 

evolution of technology we always have to rethink these questions, what is proportionate and 

what is transparent and what is due process and that's the best we can do at this point.  

Hopefully the viewers and readers and people get smarter as well.  When tabloids came out a 

lot of people today still thing that power blades are in use.  People get smarter and we hope 

we get smarter, too.  Difference between now and then is the speed of which things happen.  

A tabloid needs to be printed and distributed and still have a physical paper that goes around 

is slow.  Internet very face.  Very recent Fake News thing where this video of a person dying on 

a hospital bed.  Just died and there was this accusation, as it major hospital and COVID is 

spreading again.  It is Fake News.  They got the video from somewhere else and they said it 

was another hospital and that only happened 30 minutes ago.  But it already spread 

throughout the country.  So I think the scary part here is the spread is faster than the ability 

for us to discern and to go back to what Peng mentioned a while ago of I believe philosophy if 

somebody say spread it it is 90% fake.   

 

RAJNESH SINGH:  I am going to bring in my colleague Noelle we want to run a poll for the 

attendees.  Are you there?  Are you going to tell us what we are going to be doing with this 

poll?   

 

NOELLE DE GUZMAN: I believe that after the more correct information and updated 

information on that.  Can I call on Aftab to orient the participants on this?   

 

RAJNESH SINGH:  As you wish.   

 



AFTAB SIDDIQUI Yes, I have just enabled the poll.  And if you are already on the Slido.com 

insight 2 link you should be able to see the poll.  I can see that people have already started 

providing their feedback on to that.  So do you think the increase in Fake News and 

misinformation online is due to options.  Too much time spent on online, all -- or all of the 

above.   

 

RAJNESH SINGH:  So while people try and have a look at that and we will try and collate the 

results as that happens, Peng you wanted to say something.   

 

PENG HWA ANG:  Yeah.  So just to be clear, I think the cut on Internet or Internet band is an 

extreme measure.  I don't think it will help in kind of delaying or stopping of Fake News.  We 

are talking about two different things.  Emergency situations.  It is not ongoing kind of thing.  

And in a way it is kind of -- should be selective.  Selective for good reasons.  Potential bomb 

going off.  It is like this area and so forth.  And very targeted and Internet is so imbedded and I 

give you examples of -- forget about IoT.  Now in Nepal we did a study, cardiologist was giving 

phone number to patient's family.  If the patient got in call the family would call a doctor and 

the mobile phone at the time sh patients missed call and this one cardiologist said he lost 20 

patients in a period.  Even though the way we live right now, we are adapted around mobile 

communication.  Forget even Internet.  So not having is really critical.  So last thing, in extreme 

case and how -- so again biggest point about due process and so forth.  We know all that.  And 

then maybe allow a -- but really extreme case.  If it is -- you can see what happens.  People get 

really, really angry at you.  So I think that from that period, maybe and -- point in time for this 

reason for a period, maybe -- don't like it.  But a little bit better.   

 

RAJNESH SINGH:  So okay.  I mean, you know, fair enough proportionality and things like that.  

So but that's only one part of the bigger problem that we have, right, in terms of various forms 

of things.  As one very different example is when we have our political leaders who start 

spreading Fake News, what do we do then.  Some of our social media platforms are starting to 

label things that people are posting.  And, of course, one world political leader is renowned for 

doing this sort of stuff.  He is not the only one.  There are many others who take a similar take 

to things.  But if we look at the various platforms themselves, with the amount of content that 

is being generated how do you cope with being able to keep tabs on all those posts and videos 

and information that has been shared and quickly tag it as such.  But still just the volume of 

content and in order to attack something, you have to realize if this is right or wrong.  

Automating that is also problematic in itself.  I see William also wants to comment.  So I will 

hand it to Peng and then to you see soon William.  So in the last couple of weeks we have seen 

most of the major social media platforms starting to do similar things are tag you but that's 

because they know the person who is monitoring who is likely to say and do things like that.  

How about the literally millions of other people that are not famous but yet they could start 

something which becomes viral and problematic.  So the problem itself is multiple 

dimensions.  Peng you first and then I will go to William after that.   

 

PENG HWA ANG:  Okay.  One of the hats that I wear in Singapore I am on the board of 

advertising regulators body and it is India is counterpart.  Industry regulatory industry.  So 

interesting thing is that for advertising to work, the platforms, we have few members.  They 



are very clear in that the golden egg is traumatizing.  Advertising works if the platform can be 

trusted to a certain degree.  They know that.  At least they know that now.  Advertising 

platform it cannot be trusted.  Rules golden egg.  So most of them you can see why Facebook, 

responded after advertisers threatened to boycott.  So advertisers can know something about 

it.  Which means consumers, we know something about it.  Pleasure there is enough they will 

respond.  So there some mechanism to force them and then issue  a -- they have to be in a 

way that the platforms can handle.  I was in a meeting last year and we were talking about 

how actually AI actually removing ads that were misleading.  They have some algorithm.  If ads 

on this meeting, people do not trust platforms.  So they want to maintain that.   

 

I asked him hey guys can you reverse engineer your AI and one of the rules and they flatly 

refused to do that.  They know they can do that, removing the ads.  Why doing that?  Clicking 

and say approving it.  So they have some rules to put in place to remove.  Forget about -- 

mega platform and more trusted.  So I think there is something that can be done and if you 

look at the way that something is being done from that print Point of View.  And for the 

politicians I think it is very embarrassing but political culture, if you get caught up by a private 

public, for being misleading and Chinese culture where you put the face.  I find it -- so I think 

the platforms can do quite a bit.  Just taking the facts and taking on the ads.   

 

WILLIAM YU:  Yeah.   

 

RAJNESH SINGH:  William?   

 

WILLIAM YU:  Yes.  First of all, I just like to state our problem.  One of the problems right now 

the amount of information we get is more than the ability we can filter it.  When the Internet 

came out one of the first thing that became popular is the search engine.  Yahoo in its very 

early days, for those us who remember it was a directory.  But that quickly became very 

difficult to manage.  So I think first off is that we -- with the amount of information we have 

today I think it is impractical to, you know, to have manually categorize and search stuff.  To 

editorialize things 100% would be really hard and that's where search engines, trend feeds 

and stuff like that come up.  The challenge with algorithms and to go to the point algorithms 

are written by people at the end of the day.  They still have data that informs them.  It is either 

people inform them or data informs them.  The data comes from behavior that people like 

and that's the behavior they try to re-enforce.  The class ic problem with machine learning, if 

you ask a machine learning engineer how does your algorithm work.  They probably don't 

either.  Because the machine was trained with a dataset and trained over and over again and 

shown many times.  That's what it does well.  Now you have platforms or tools like part -- part 

of the dimension, search engines for websites.  That one has an algorithm.  But if you ask 

Google can you please share the algorithm for determining this or that, they won't tell you.  

We are going find a way to beat that algorithm.  It is like an arms race.  If you tell me how do 

you like our transparency measures, there is somebody we find a way to break it.  So there 

may be controls in place.  So that's the two dimensions of the problem.  But in this arms race 

it is harder to defend because when you are defending you have to get it right all the time, 

right?  The attacker just has to get it right once.  So that's the hard part here and the last 

portion is what can we do.  There are things simple enough that I think we can do.  So, for 



example, in social media, we can increase the ability of platforms to identify -- to allow people 

to self-identify.  Meaning voluntarily self identify.  Now this is popular in platforms like Twitter, 

for example, where you can have a badge that says you are a certified twitter and you really 

that person but you are not required to do it.  Just allows us to do it.  But other platforms don't 

have that mechanism, Facebook has that mechanism but it is only limited to certain people so 

on and so forth.  It is very difficult to identify yourself as well or to determine what a real 

account is or is not.  Those things if you give the ability of a person to say I am who I am say 

who I am that's already one step.  The second step is there are a lot of fake accounts that can 

be algorithmically determined.  Right?  I mean they are clearly fake accounts.  They were 

created over the last few months and they were created in sequence.  There a little disincent 

tive sometimes.  They want their numbers to be high and they like more users.  But these 

things I think are simple.  If they won't solve the entire Fake News problem but make it much 

harder.  Then the last point is about editorializing and it is quite common right now.  I will cut 

short of that because I'm not sure even how independent these fact checking groups can be.  

There are some accusations that, for example, the group in the states of liberal left.  While the 

-- they are anti-a particular kind candidate.  So the moment you put the people and we try to 

editorialize kind of hard, right?  So I try to err on fact that okay let's try to increase 

transparency and try to identify the people saying things that they should be saying.  If it is a 

commerce transaction we should require KYC.  Small things but I think they do adapt.  That's 

my view on this.   

 

RAJNESH SINGH:  It will be interesting to -- it is probably -- we are going to run out of time 

because the point that came to me there is also a need of anonymity on the Internet.  Because 

sometimes, you know, you don't have the ability to give verified identities because if you do, --  

 

WILLIAM YU:  Life and limb problems.   

 

RAJNESH SINGH:  Now we are coming close to time.  What I will do very quickly after we have 

got some news from the poll, how did that turn out?   

 

AFTAB SIDDIQUI: We have 123 votes so far.  And I'm just keeping it live.  So 66% of the people 

believe that all of the above problems which means quickly believe things online, byproduct of 

too much spent online and change of behavior how we function in the society is collectively is 

a problem.  36% believe that it is just because we quickly believe things what we read online is 

causing the problem, the Fake News and misinformation.   

 

RAJNESH SINGH:  Okay.  And you are going to be running a question soon after or was that 

only one we had?   

 

NAVEED HAQ I am now enabling the second question.  So the second question now is live.  

Who should be responsible for monitoring Fake News and misinformation online.  So use the 

same link.  And you can start giving your opinion on that one.   

 

 



RAJNESH SINGH:  Just for the benefit for people listening who should be responsible for 

monitoring Fake News, next option is Internet service provider who provides multi net 

connection and third Government is IT ministry or regulator.  Fourth option is the police or law 

enforcement agencies.  The fifth option is the user.  And the sixth option is someone else and 

the question is who that someone else would be.   

 

Now while you do that I will bring in another colleagues who will -- we have got a whole bunch 

questions from the audience.  So we will try and see if we can digest a few of those.  Who 

going to help me?  Is that you Noelle or Naveed.  So he is a colleague of mine and has been 

monitoring various platforms that we are broadcasting on today.  He is going to ask us a 

couple of question.  We literally have a hundred post questions that have been asked.  He is 

going to try and see if he can summarize some of those.  Over to you.  

 

NAVEED HAQ Thanks.  There are a lot of questions and what I have been trying is to see if we 

can fit those questions in to one or two at max and I can see that we can do it.  Because most 

of the people are asking how they can know if the news is fake or genuine.  Especially if that 

comes interest a journal list or Government agency.  How they can differentiate if Fake News 

or genuine news.  The second key ask that I could see from that the chat and the question is 

that is there a way that the users can report or file a Fake News?  Is there a legal mechanisms 

available where if I find out Fake News I'm able to file it or identify or report it somewhere.  So 

I think these are the two key points that I saw from the chat Raj.  Over to you.   

 

RAJNESH SINGH:  Okay.  Thanks Naveed.  You want to try and have a crack at any of those?   

 

NIGHAT DAD:  Yes.  I think the question around if, you know, like a Fake News misinformation 

and dis information is from a Government agency or a journalist.  These are reliable sources 

for the citizens.  It is a difficult question because we have dealt with this when the -- especially 

during pandemic and World Health Organization, basically called it infodemic because the 

Fake News was not just coming users where they have sharing different remedies and how to 

deal with virus or when it is lethal or not lethal.  When you hear same kind of information 

coming from the top leadership, sitting on a TV and telling people that it is -- it is a virus just 

lethal for the older people or just simply a flu and that's where the problem lies because then 

your media reports the same thing.  Whether you will like blame the media who is reporting 

that the news coming from the top, or, you know -- so I think what we have seen I will be 

talking from my contacts that people are calling out.  That and sort of what you call it?  Like 

combatting that kind of news with the -- with the proper scientific, you know, information or 

the information that is coming from World Health Organization.  That's the simplest way that I 

have seen in my point as well.  I think very stupidly simple basic techniques that I feel that the 

use Internet users or WhatsApp users and everyone needs to look in to and that's are -- when 

you find a forward in your WhatsApp on see your news on your social media and you have a 

strong emotional reaction to it, or, you know, or there is like reaction that you immediately 

want to amplify that news or the story seems totally ridiculous or it perfectly confirms your 

bias, these are the points where you actually need to sort of alert your mind and go back to 

the Internet and try to verify resources.  I mean there are different ways to check the 

verification and look for names and key words.  Search for codes, look for those photos and 



media, like you can do it on Internet.  Consider also how time sensitive is it.  What are the 

things going on politically in the country.  What are the other trends going on.  Sometimes the 

news is not fake but it is -- it starts getting viral.  It is old news like a few years.  The thing 

happened a few years ago and then start getting viral.  So I think like these few things and also 

say that whether it is satire.  All these things that people really need to look in to and take 

before forwarding that news, especially I am talking about the WhatsApp, this is like a small 

South Asian thing where we have like groups of families and friends and networks.  Like 

hundreds of people in those groups on WhatsApp and you see a forward and you don't even 

read the full thing and then forward it to other five groups and I think take a step back.  Read it 

carefully and then think about all these points.  Go on Internet and verify that whether what 

kind of this news is.  So I mean I have like these really stupid basic verification techniques that 

any Internet user can actually use.   

 

RAJNESH SINGH:  No, I absolutely agree and I think they are very practical as well.  When we 

started off the session I had something that popped in my mind that I was going to ask a little 

bit later.  We were talking about how people inherently trust things.  People just forward stuff 

on for the sake of it because it was sent to a group.  But we also have the situation particularly 

in this region that we have got a whole lot of new people who have come online.  They are not 

necessarily have the digital lit ratesy to be able to differentiate these things.  They think of the 

Internet as this big great thing that should inherently be trusted and whatever we read and 

see and do that would be the right thing to do.  There is that problem that I think at least 

particularly in some rural places, for instance, in people who, you know, they hear from others 

of what the Internet is and what people do on the Internet be it Youtube or Facebook.  And 

they just want to be a part of the thing and to be a part of the thing it is probably a bit of 

human psychology that want to also share stuff and try and be cool as it were to be able to be 

part of that conversation online and to share things and so on and so forth.  And sometimes 

that critical thinking isn't applied because you are just caught in the moment.  You might be 

fully literate person because we want connectivity and access to be with everyone.  We don't 

say that because you don't have an education you can't be online.  That's one of the things 

that lot of people are saying no, we want to get everyone online but then also becomes 

problematic.  Do you have some thoughts on how do ensure that the newer people coming 

online realize those things.   

 

WILLIAM YU:  Allow me to take that.  So yes, that's a very good point and as Nighat has 

explained awhile ago there were a lot of simple things that we can do.  A lot of users in part of 

the world are beginning to access the Internet now.  We even have additional challenge in our 

market where a lot of them are beginning to access a part of the Internet now.  Right?  Their 

perspective of what the Internet is limited to particular domains of.  Their idea of Internet is 

Facebook or Vibr or whatever chat app.  There is a tendency I got this piece of news from a 

friend and I trust the guy.  It is probably true and forward it.  Because want to part of that 

particular group or I just want to am fi -- I think what -- think the reason why we exist, like 

Internet Society and groups like that we have to help.  We have to help society educate itself 

as more and more Internet users come in we have to advocate things like digital hygiene, for 

example, is very important.  What to read, what to do.  Simple things.  Even information 

security things like choose a strong password, don't share your password with anybody.  Don't 



share your one time pin.  COVID is probably not a trigger for digital transformation but also a 

trigger for digital fraud.  The amount of digital fraud happening at retail basis so high because 

people suddenly jump online.  Same thing with Fake News.  The amount of Fake News coming 

out is quite high and I think part of it is more people are glued to their devices because they 

can't go out.  This is the only thing -- I so the best thing we can do here is focus on digital 

hygiene, have a strong campaign to make sure that awareness is high and work with 

regulators and Governments to ensure that that's the case.  There are even some scenarios, 

more extreme scenarios where you catch them young.  Catch them at early level where these 

basic things can be taught and you mention some very practical things that even children can 

understand, right?  But again a lot of our users are only accessing the Internet.  At the may not 

be children.  If it is the first time accessing it wouldn't appear right or wrong.  So I think we 

should do a little more to spread that awareness and focus on digital hygiene.   

 

RAJNESH SINGH:  Okay.  Aftab you have the results of the poll?  We need to start wrapping up.  

 

A big majority of our attendees believe that the platform where it is posted should be 

responsible for monitoring Fake News and misinformation and right after that is user with 

48%.  Some of the attendees believe that the Government and IT or regulator has a role to 

play and interestingly the Internet service providers so as the law enforcement agencies.  But 

still the biggest chunk is the platform where it is posted on a social media site or app they use.   

 

RAJNESH SINGH:  Okay.  You have one more poll to go or was that the last one?   

 

AFTAB SIDDIQUI have one more which I am enabling right now.   

 

RAJNESH SINGH:  Okay.  So while you do that, and our attendees can respond to that.  I will go 

quickly to Navid.  Do you have one last question that we want to bring up from the various 

chats before we start our wrap-up?   

 

Yes, I think there is one which is again coming up from various sites and that's again how we 

can trace the Fake News and there is another perception on how we should be able to draw a 

clear line between liability and accountability of Fake News among users.  Service providers, 

and law enforcement services.  These are the two points that I have seen now coming up.  I 

think this one is perhaps important one to see what the panelists think about how we can 

draw a clear-cut line between the liability and the accountability of Fake News.   

 

RAJNESH SINGH:  Okay.  Yes, Peng go for it.   

 

PENG HWA ANG:  Yeah.  So also my response in respond to the other question about how do 

you tell Fake News and person who reports it is a journalist.  We have seen the problem.  We 

run a trusted sphere for ourselves.  So I have got a WhatsApp group that is quite trusted, in a 

sense that people check on each other and I am trying to think, figures from that one and 

some time.  People sort of swifted out and don't know this.  The group is going to trust it.  So 

for yourselves if you can find a group that be trusted.  The one that Nighat where you can fix 

stuff if in, don't be in that group if you can.  I think that for tracing back, one of the things that I 



have suggested once, for example, through WhatsApp you have something -- if something is 

going to be fake, send it back.  And then ask that person to send it back again.  So in in a 

theory should go back to the source and top it from happening and when people are sort of 

caught, one Fake News, they become more cautious the next time.  So I think it is something 

that can be done.  At an individual level and then accountability and liability is interesting set 

of points here and in fact, to raise this point at a meeting that we had in Singapore 

Government issue, the idea is that liability you are legally liable.  And accountability suggests 

that you are responsible without necessarily incurring a legal liability.  I am wondering 

whether it is possible, we have new paradigm, hold you responsible but you are not really 

responsible.  Responsibility say sorry, but don't have to pay for money for that and the 

reasons -- thing about Fake News being spread through your platform and over the COVID, 

people die from Fake News.  All the more question it.  Asking a regular question, these sort of 

thing at the time of COVID.  You can draw this distinction and then you help.  So then the 

platforms will be more sort of careful because they -- they know they accountable and in f they 

don't respond, then (inaudible).  But if you hold them liable they will fight it.  Perhaps, we can 

hold someone accountable but not legally liable.  Yeah.   

 

RAJNESH SINGH:  Aftab the results of the last poll, how are we -- what are people saying.  

 

AFTAB SIDDIQUI: This is quite interesting.  It is almost 58% versus 42% and the question was 

use of drastic measures, shutting down the Internet make sense, 58 percent say no.  And 

remaining 42% say yes, it does help.  What people think is the right way to curb on the Fake 

News and misinformation.   

 

RAJNESH SINGH:  If it was a boxing match we would call it a mixed decision.  I don't want to 

hold our guests any longer.  I will ask each of my guests to look a little bit in to the looking 

glass, look in to the future and say three years from now.  What does the landscape look?  Is 

Fake News misinformation completely out of control or have people started to differentiate 

between pieces of information on the Internet and absent services and what is right and what 

is wrong and they are able to employ critical thinking and everything is okay.  Or has 

Government stepped in and started to regulate everything left right and center or have 

various companies stepped up their game.  These are your four options.  

 

PENG HWA ANG:  I think that things will get better.  Platform, something about us, want a 

trusted sphere.  Government is sort of a mixed verdict.  But individual level think about it right, 

you and I want to know whether the information about COVID is true or not.  Because saving 

the wrong information can kill you and your family.  So I think that incentives to push us to 

want to have certainty, whether the news is fake or anything.  They want to know how to be 

sure that -- how to ensure this information we have is for real.  So I think that over the long 

run it will get better.   

 

RAJNESH SINGH:  Nighat.   

 

NIGHAT DAD:  I'm a ridiculously optimistic person.  We will see an increase on regulation on 

Internet.  But it will definitely be not equal in all parts of the world.  So the Governments that 



are -- that have tendency to bring new laws.  They will bring more new laws and try to 

criminalize Fake News and at the same time I can see that the digital literacy is at least during 

pandemic has increased.  And this will be increased -- I feel that, you know, like we should 

treat, you know, this entire situation even after pandemic as pandemic.  The companies, the 

governments, the Internet users and treat this information and the whole scenario around 

misinformation as pandemic even after pandemic is over, hopefully.  That's what my hope is.   

 

RAJNESH SINGH:  William.  Will you be the dissenter in the room?   

 

>>.  

 

WILLIAM YU:  No apparently we are all optimists they are all get better.  But I think users will 

wizen up.  I am very optimistic.  We have managed to handle the printing press and television 

and mobile phones.  I am sure we can handle the Internet.  We are forced to mature faster 

because the technology is very, very accessible.  I think that's the big difference between 

newspapers and TV and the Internet.  We even thought TV was already damaging versus 

newspapers, right?  And Internet is much faster than that.  In the future, maybe not three 

years but something will be faster.  Social media may be the thing now to spread chat.  But in 

the future something else will all occupy our minds and there will be three experts or more 

and this debate about the same topic but a different technology.  But wle get this done.  We 

will mature and we will figure it out.  Not the same every part of the world but I am optimistic 

about it.   

 

NIGHAT DAD:  William will have more experts with us hopefully.   

 

WILLIAM YU:  Yes.  In the future, yeah.   

 

RAJNESH SINGH:  Indeed.  We can all but only live and hope.  So indeed, I think the future is 

bright.  We just need to deal with as we have dealt with many things over the years, decades 

and centuries and every generation brings us new challenges to deal with.  As humankind we 

try on keeping what we need to do.  Thanks very much to our guests, Peng and Nighat and 

William.  Appreciate you being us with today.  I hope you enjoyed it from what we did and the 

comments that the a tendees are putting on they have appreciated what you shared with 

them today.  For all those who attended thank you very much for your time.  Please to stay 

engaged.  We are all visible own social media and all those links have been posted.  And we 

look forward to seeing you very soon in the next edition.  With that good afternoon, good 

evening, and good night.  Cheers.   

 

Good-bye 

 

 


